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1 Introduction

This document contains a ‘sub-profile’ prepared by KOMBIT of the ‘OI0 OIDC
Profiles’ [0I0-0IDC] document from the Danish Agency for Digitisation. Definitions,
descriptions and requirements from the base profile apply to this sub-profile as
well and are not repeated here.

The goal of the sub-profile is to add support for a scenario where a system client in
its own context requests a security token from an Authorization Server using OAuth
2.0, retrieves a JWT token, and subsequently uses the token to invoke a REST API
offered by a Service Provider. Scenarios with 'pure’ system clients are missing
from the OI0 OIDC profiles document from DIGST which only covers clients acting
on behalf of human users.

The sub-profile aims at achieving equivalent functionality and security to the already
established system user scenarios in KOMBIT based on OI0 WS-Trust, 010 SAML,
Liberty Basic SOAP Binding and OIO BPP - but with more modern technology. With
the new profile it will be easier to provide and consume REST services with JWT
tokens in KOMBIT's infrastructure as well as supporting new client types in the future.

This profile has a companion profile [KOMBIT-JWT] specifying the JWT token format
including the required attributes / claims for a system user scenario.
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2 Scenario overview

The profile enables the scenario illustrated below:
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Figure 1: System user scenario overview

In the scenario a system client requests a token from an Authorization Server (aka
STS) to be used at a particular REST API offered by a Service Provider. The main
underpinnings of the scenario are as follows:

e The client system (WSC) is already registered with a credential (X.509
certificate) at the Authorization Server which can be used to authenticate
requests for security tokens.

e The client acts in its own context (as a system user) and not in context of a
human user.

e The client has been authorized using an out-of-band procedure - e.g. it could
be agreement based!. The authorization for the Service Provider is
represented in the security token issued by the Authorization Server using
roles and data restrictions following the O10 BPP model (but with slightly
different syntax suitable for JWT tokens).

e The Service Provider trusts tokens issued and signed by the Authorization
Server, and trust anchors have been established in advance such that the
Service Provider can verify incoming tokens.

L In KOMBIT's implementation it would be based on service agreements.
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3 Token Request Profile

This chapter describes a token request profile based on the OAuth 2.0 client
credentials grant flow. In the profile, the client requests an Access Token (for a
specific SP API and with scopes covering this API) from an Authorization Server
and authenticates using a client certificate. If multiple Service Provider APIs are to
be accessed by the client, multiple tokens have to be requested.

The Authorization Server verifies that the presented certificate is valid and
registered with a known and approved client, and subsequently issues an JWT Access
Token [KOMBIT-JWT] which contains the relevant scopes encoded as privileges in a

JSON structure.

3.1.1 Step 1: Client sends Token Request

[TRP-1]

The token request MUST use the [OAuth] 2.0 client credentials grant type as
defined in section 4.4 of [OAuth]. Unless otherwise stated explicitly, the
requirements from the [OAuth] specification apply directly.

[TRP-2]

The request parameters in the token request MUST fulfill the requirements
specified in the table below:

Parameter Man- | Usage
da-
tory
grant_type Y Value MUST be client_credentials
scope Y The scope parameter contains a comma-separated list of 'objects' specifying

what the tokens should provide access to.
In KOMBIT's implementation the scope MUST be exactly one EntityID
specifying the Service Provider and one anvenderkontekst being a CVR-

number or a short-hand? for a group of CVR-numbers.

The scope should have the following syntax:
scope=entityid:<value>,anvenderkontekst:<value>

and subsequently be URL encoded for transmission.

2 The list of allowed short-hand / wildcard strings representing multiple CVR numbers is handled

outside this profile document.
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A sample Token Request is shown below:

POST /token HTTP/1.1
Host: server.example.com
Content-Type: application/x-www-form-urlencoded

client id=https%3A%2F%2Fclient.example.org%2Fcb

&grant_type=client credentials
&scope=entityid$3Ahttp%3A%2F%2Fbeskedfordeler.kombit.dk%2Canvenderkontekst%$3AK98

[TRP-3]

The token request MUST be authenticated using a TLS client certificate that
has been registered out-of-band with the Authorization Server.

3.1.2 Step 2: Authorization Server validates request and returns token

[TRP-4]
The Authorization Server MUST verify that the TLS client certificate is valid.

[TRP-5]
The Authorization Server MUST verify the request, including that requested
scope values have been previously been authorized to the client. If the request
contains scope values which the client is not authorized to (e.g. an EntityID of
Service Provider), the request MUST be rejected and no token issued. Any
error responses MUST follow section 5.2 of RFC 6749 and both include an error
parameter and an error_description with the detailed reason for the error.

[TRP-6]

If the request is successful, the Authorization Server MUST issue and sign an
Access Token complying with the [KOMBIT-JWT] Profile corresponding to
the requested and granted access.

[TRP-7]

The Access Token MUST be a holder-of-key token where a SHA-256
thumbprint of the client certificate is included as a claim in the token (the
x5t#5256 claim). This means that the token can only be presented by clients
in possession of the corresponding private key (assuming the Service

Provider validates the certificate and token as required - see requirement
AAP-4).

[TRP-8]
The Access Token SHOULD have a validity period of no more than 8 hours.
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A sample Token Response is shown below - please consult [KOMBIT-JWT] for a
description of the token format:

Note: Since Access Tokens are long-lived and new tokens can simply be requested,
no provisions for Refresh Tokens have been made.
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4 API Access Profile

This chapter describes how a client can invoke an external SP API using an Access
Token obtained via the mechanisms described in the Token Request profile in
chapter 3.

[AAP-1]
The client MUST use TLS towards the Service Provider using the same client

certificate that was used to retrieve the Access Token from the Authorization
Server.

[AAP-2]

The client MUST pass the Access Token in an Authorization HTTP header
with token type Holder-of-key as shown below:

Example:

GET /resource/l HTTP/1.1

Host: example.com

Authorization: Holder-of-key
TFjfp0ZBr1H8Jgads97Jb.8shJdgads97Jb.asd&DSasdads97Jb

Note: In the above example, the token is very small. In practice, tokens can be much
bigger and limitations on HTTP header sizes (usually around 8 KB) should be observed.

[AAP-3]
The Service Provider MUST validate the received Access Token including (as
a minimum) that:

e The token is not expired.

e The token is signed by a trusted Authorization Server using an
allowed algorithm.

e The Service Provider itself is the intended audience of the
token (aud field).

e The required privileges for the request are included (priv
field). See the [KOMBIT-JWT] profile for details.

[AAP-4]
The Service Provider MUST validate the Holder-of-key relation by comparing
client certificate used for TLS establishment to the SHA-256 thumbprint

included in the token in the x5t#5256 field3. The digest value MUST match
exactly or the request MUST be rejected.

3The x5t#5256 (X.509 certificate SHA-256 thumbprint) parameter is a base64url-encoded SHA-256
thumbprint (a.k.a. digest) of the DER encoding of the X.509 certificate [RFC5280] used as client
certificate.
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5 Security Requirements

The security requirements below apply to sections of this document.

[SR-1]

All transport communication MUST use TLS 1.2 or higher and SHOULD only
use cipher suites supporting perfect forward secrecy. Servers MUST reject
negotiation of insecure TLS connections. The document [NIST 800-52]
(section “Minimum Requirements for TLS Servers”) or subsequent revision
may serve as reference for an acceptable level of transport security.

[SR-2]
Access Tokens MUST comply to the KOMBIT JWT Profile [KOMBIT-JWT].

[SR-3]

The private key used to sign the JWT Tokens by the Authorization Server
MUST be protected by strict access control and SHOULD be placed in a
hardware security module.
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